Journal of Legal Science 431 gilal) o glat) dlaa
Volume 39 / Second Issue- 2024 2024 — A4l axl) /39 Alaal)

Criminal Response to Crimes Stemming from the Use of
Deepfake Technology

Sahar Fouad Majeed Al- Najar
University of Baghdad - College of Law

mrs.sahar@colaw.uobaghdad.edu.ig

Received Date: 10/11/2024. Accepted Date: 2/12/2024. Publication Date: 25/12/2024.

@ This work is licensed under a Creative Commons Attribution 4.0
International License

Abstract

Cybercrime is rapidly evolving as technology advances and
reaches new dimensions in a way that blurs the lines between
what is real and what is simulated. Deepfake technology has
become part of cybercrime. Deepfake technology has similar
features to CGI technology (Computer Generated Image) in the
film industry, making it possible to create videos - images and
audio using artificial intelligence arms in a way that is so realistic
and difficult for humans to recognize it as fake. This poses serious
risks, with potential consequences ranging from unfair electoral
practices to the use of forged evidence in court. This technology
first emerged in 2017 on a social media platform called Reddit.
Although this technology has many legitimate uses, its
illegitimate uses are more prominent, resulting in the
infringement of legally protected interests. Therefore, the
emergence of this technology calls for serious thinking about the
serious violations of legally protected interests. Therefore, the
criminal legislature must re-adapt the legal rules with a realistic-
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material meaning, in order to deal with an intangible virtual
reality and attempt to criminalize the behaviors resulting from this
technology. In addition, the legislature must pay attention to the
policies of prevention and protection from crimes arising from
deepfake.

Keywords: Deepfake, Publicity, Revenge Porn, Legal
Confrontation.
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You’, (available at: https://www.wired.com/story/face-swap-porn-legal-
limbo) .
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% S. Bates, “Stripped”: An Analysis of Revenge Porn Victims’ Lives after

Victimization’, Thesis Submitted in Partial Fulfillment of the Requirements

for the Degree of Master of Arts/ SIMON FRASER UNIVERSITY. 2012. P.

18, (available at: https://summit.sfu.ca/item/15668)

% Edvinas Meskys, and etal, ida, p.8.
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Emily Hallas, How battleground states are targeting Al and ‘deepfakes’ in
political campaigns, 7-10-2024 on the link below

https://www.washingtonexaminer.com/news/campaigns/3176252/battlegrou
nd-states-targeting-ai-deepfakes-campaigns/ last seen 28-10-2024.

* Lewrence Norden,Niyti Narang,Laura J. , States Take the Lead in
Regulation Al in Elections Within Limits, Brennan Center For Justices,
published in Augest 7,2024. Last seen 29-2024 on the link below
https://www.brennancenter.org/our-work/research-reports/states-take-lead-

regulating-ai-elections-within-limits

#S> 2691 -Al Labeling Act of 2023. https://www.congress.gov/bill/118th-
congress/senate-bill/2691/text

Sec.2/ a. Disclosures for AI generated content says,” (a) Consumer
disclosures— (1) IMAGE, VIDEO, AUDIO, OR MULTIMEDIA Al-
GENERATED CONTENT.— (A)IN GENERAL.—Each generative
artificial intelligence system that, using any means or facility of interstate or
foreign commerce, produces image, video, audio, or multimedia Al-
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generated content shall include on such Al-generated content a clear and
conspicuous disclosure that meets the requirements of subparagraph (B).
(B) DISCLOSURE REQUIREMENTS.—A disclosure required under
subparagraph (A) shall meet each of the following criteria:(i) The disclosure
shall include a clear and conspicuous notice, as appropriate for the medium
of the content, that identifies the content as Al-generated content.

(if) The output's metadata information shall include an identification of the
content as being Al-generated content, the identity of the tool used to create
the content, and the date and time the content was created.

(iii) The disclosure shall, to the extent technically feasible, be permanent or
unable to be easily removed by subsequent users

*® LLewrence Norden,Niyti Narang,Laura J, ida.
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Terrence Matsuo, Deepfakes and Korean Society: Navigating Risks and
Dilemmas,October 3, 2024
On the link last see 1-11-2024 , https://keia.org/the-peninsula/deepfakes-and-
korean-society-navigating-risks-and-dilemmas/
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the Information Technology Act, 2000 ¢ 66 adll Gulaiy (JUal) Jasw Ao 4l
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Vig, Shinu. "Regulating Deepfakes: An Indian perspective.” Journal of
Strategic Security 17, no. 3 (2024) : 70-93.
DOl: https://doi.org/10.5038/1944-0472.17.3.2245 Available at:
https://digitalcommons.usf.edu/jss/vol17/iss3/5
*®China Law Translate ,Provisions on the Administration of Deep Synthesis
Internet Information Services ,on the link
https://www.chinalawtranslate.com/en/deep-synthesis/ & 3l s oyl Jas
2023 x2 10
* Article 7 of the Administration of Deep Synthesis Internet Information
Services.
% Article 9 of the Administration of Deep Synthesis Internet Information
Services.
L Article 10 of the Administration of Deep Synthesis Internet Information
Services.
LeSIle 15U 500 i 5 ) gacal Lgiilizal 255 35 50y 5l A e Aadle 223 Alal) Aadlall f 22
Ladlad) 038 5 ¢ A g SV il gimally e DU aial Bale a3 Ll (e Db dgidlaae
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>3 Article 16 of the Administration of Deep Synthesis Internet Information
Services.
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% |dentity Theft and Assumption Deterrence Act. As amended by Public
Law 105-318, 112 Stat. 3007 (Oct. 30, 1998) on website
https://www.ftc.gov/legal-library/browse/rules/identity-theft-assumption-
deterrence-act-text
" 57 Mohamed Chawki, Navigating legal challenges of deepfakes in the
American context: a call to action, Cogent Engineering, (2024) .p9. 11:1,
2320971, DOI: 10.1080/23311916.2024.2320971
%8| dentity Theft and Assumption Deterrence Act 18 U.S.C. § 875(c) charges
or imprisons a person for two years if the person: 1. Knowingly makes a
communication containing a true threat to injury in interstate commerce or
foreign commerce, and 2. Intends the communication to be a true threat to
injure another or knows that the recipient of the threat would understand it
to be a threat
% 9-48.000 - Computer Fraud and Abuse Act, on website
https://www.justice.gov/jm/jm-9-48000-computer-fraud
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% Mohamed Chawki, Ida at p.7.

®! Federal cyberstalking statutes. 18 U.S.C. § 2261 A applies to conduct

that” ‘places [a] person in reasonable fear of the death of, or serious bodily

injury to [... ] (i) That person; (ii) an immediate family member; or (iii) a

spouse or intimate partner of that person’. The defendant must have the mens

rea to ‘kill, injure, harass, intimidate or place [the victim] under

surveillance".

%2 ldentifying Outputs of Generative Adversarial Networks Act

https://www.govtrack.us/congress/bills/116/s2904

S.3805 - Malicious Deep Fake Prohibition el (5 g 5 e &yl a3 LS 63

Ofi e (58 2018/12/21 - ¢ sl (alas U8 e e il f a5 Act of 2018
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https://www.congress.gov/bill/115th-congress/senate-bill/3805/text

* DEEP FAKES Accountability Act of 2020 on the link after,

https://www.congress.gov/bill/116th-congress/house-

bill/3230#:~:text=1t%20establishes%20new%20criminal%20offenses, years

%20in%20prison%2C%200r%20both.

% Article 1041 Sec 2B Accountability FAKES DEEP Act 2020.

% Article 1041 Sec 2C (1) Accountability FAKES DEEP Act 2020.

°7 Article 1041 Sec 2C (1) Accountability FAKES DEEP Act 2020

% Article 1041 Sec 2F (1) Accountability FAKES DEEP Act 2020

% Article 1041 Sec 2F (2) Accountability FAKES DEEP Act 2020

0 Article 1042 Sec 2 Accountability FAKES DEEP Act 2020

™ Article 1042 Sec 3 (1)2( Accountability FAKES DEEP Act 2020

2 Article 918 Sec ( 7) (A) A Accountability FAKES DEEP Act 2020
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Mohamed Chawki, Ida. p.9, And see, Timothy Cha, Federal or State
Statutes: Which is the Better Legislative Measure to Combat Deepfake
Pornography? The Department of Engineering and Society, School of
Engineering.  University of  Virginia,2022 p9 on the link
file:///C:/Users/SFM/Downloads/3_Cha_Timothy 2022 BS.pdf last seen 1-
11-2024.
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AB California law Article 602 states that “a depicted individual in a
pornographic deepfake video has a cause of action against the person who
creates and discloses sexually explicit material of this kind.” Similarly,
Virginia bill HB 2678, passed in 2019, states that the “unlawful [and/or
nonconsensual] dissemination or sale of certain images of another person
depicted nude or in certain states of undress “constitutes a Class 1
misdemeanor which warrants up to a year of jail or a fine of up to $2,500”
® See Matthew F. Ferraro, Deepfake Legislation: A Nationwide Survey,
WilmerHale Client Alert, September 25, 2019. At 10-12 (discussing Calif.
AB-602 and AB-730). And see also, Jason C. Chipman, Stephen W.
Preston, First Federal Legislation on Deepfakes Signed Into Law, Wilmer
Cutler Pickering Hale and Dorr LLP® DECEMBER 23, 2019.
https://www.wilmerhale.com/insights/client-alerts/20191223-first-federal-
legislation-on-deepfakes-signed-into-law
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Lewrence Norden,Niyti Narang,Laura J. States Take the Lead in Regulation
Al in Elections Within Limits, Brennan Center For Justices, published in
Augest 7,2024. Last seen 29-2024 on the link below
https://www.brennancenter.org/our-work/research-reports/states-take-lead-
regulating-ai-elections-within-limits
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and see Piper Hudspeth Blackburn, Piper Hudspeth Blackburn, CNN_sWed
July 31, 2024 https://edition.cnn.com/2024/07/31/politics/state-laws-
election-ai-deepfakes/index.html last seen in 11-12-2024
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%D8%B1%D8%A7%D8%A6%D8%AF%D8%AT-
%D9%84%D9%84%D8%B0%D9%83%D8%A7%D8%A1-
%D8%A7%D9%84%D8%A7%D8%B5%D8%B7%D9%86%D8%A7%D8
%B9%D9%8A/a-69140842
8 Act Intelligence Avrtificial , European Parliamentary Research Service(
EPRS).(2023). https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX:32024R1689
8 Article 52 of Act Intelligence Avrtificial
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8 Article 71 — "Penalties and Fines: 1. High-risk Al systems: For providers
of high-risk Al systems that fail to comply with the obligations, the fines
may reach up to €30 million or 6% of the total worldwide annual turnover,
whichever is higher. 2. Incorrect or misleading documentation: If the
provider or user provides incorrect, incomplete, or misleading information in
documentation, or does not ensure transparency for users, fines may reach
€20 million or 4% of the total worldwide annual turnover. 3. Other non-
compliances:

For violations that do not fall into high-risk categories, the fines may reach
up to €10 million or 2% of the total worldwide annual turnover, whichever is
higher.

% Article 6 develops this principle by specifying that personal data may not
be processed unless there is at least one legal basis for doing so. The other
principles refer to "purpose limitation", "data minimization”, "accuracy",
"storage limitation", and "integrity and confidentiality"."

8 Article 17 of General Data Protection Regulation ( GDPR)2016 provides
that,” the data subject has the right to request erasure of personal data related
to them on any one of a number of grounds, including noncompliance with
Article 6(1) (lawfulness) that includes a case (f) if the legitimate interests of
the controller are overridden by the interests or fundamental rights and
freedoms of the data subject, which require protection of personal data.”

8 Article 5-6-17 of General Data Protection Regulation ( GDPR)2016
https://eur-lex.europa.eu/eli/req/2016/679/0j

8 Article 82 of the GDPR stipulates that,” any person who has suffered
material or non-material damage as a result of an infringement of this
Regulation shall have the right to receive compensation from the controller
or processor for the damage suffered.”

305Y) Aa Al Janll AuSae 108 ¢ Osterreichische Post (C-300/21)s8s 37
il gail) xial L) Alead Aalall A8 (g (1)82 Balall allais (yomy il b (3l | ypusd
L) Ayl 1) (2) 5 4o G A (ladll) ) pudall () el dlead dalall AU @llgil (1)
A0 G Gal g ) puall ey o g5l (g Gls 40 (31 (31l s gV
s sl e Gl aaat 2 3 peall dasa 55l psete 2ag Vs 5 shall (e dima
o Al Jaalin Hlan Adledll g 58S (ool ble ) je oy LS il gl o all Gy il
https://eur-lex.europa.eu/legal- 2024-11-1 5L a1 oLa) Jaal L (33 jall il

content/EN/TXT/PDF/?uri=CELEX:62021CJ0300

624


https://eur-lex.europa.eu/eli/reg/2016/679/oj
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:62021CJ0300
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:62021CJ0300
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:62021CJ0300

Journal of Legal Science 45 51 a glat) Ao
Volume 39 / Second Issue- 2024 2024 — AGl axl) /39 alaal)

. EU Digital Services Act — 2022 on the link https:/eur-
lex.europa.eu/EN/legal-content/summary/digital-services-act.html
%2 Chesney, Bobby, and Danielle Citron. , Ida, 1790. and Vitor Bernardo ,
Deepfake detection,EUROPEAN DATA PROTECTIO SUPERVISOR
https://www.edps.europa.eu/data-protection/technology-
monitoring/techsonar/deepfake-detection_en last seen in 11-11-2024.
I3 3ny o Lgte Alay S e A5 8 ) gl S Lae A8 e By peall gyl 0%
e e s ol e Uiy il el 828 and
Canll 5 cailial) Lariall halade Jie 44y 3all 5 ) gacall oliif oLl Lgagaii oy ) 5 Sl (5 siasa
Db 3all ol IV 8 388N < il 5 5 ) gaall dg s o U Lganas a3y ) Aaall
Aarti Karandikar, Vedita Deshpande, Sanjana Singh, Sayali Nagbhidkar,
Saurabh Agrawal,Deepfake Video Detection Using Convolutional Neural
Network, International Journal of Advanced Trends in Computer Science and
Engineering ,Volume 9 No.2, March -April 2020,. p.1313
https://doi.org/10.30534/ijatcse/2020/62922020
% Chahal, Prabhjot & Singh, Amritpal & Singh, Palwinder.). Digital
Watermarking ~ Techniques. INTERNATIONAL JOURNAL OF
COMPUTERS & TECHNOLOGY. 11. 2903-29009.
10.24297/ijct.v11i8.3009. (2012) .p.2904.
https://www.researchgate.net/publication/324988952 Digital Watermarking
Techniques
% Adi Robertson, Adobe and Twitter are designing a system for permanently
attaching artists’ names to pictures ,The Verge. ,(2019-11-04) on Ithe link
https://www.theverge.com/2019/11/4/20948229/adobe-twitter-nyt-company-
content-authenticity-initiative-attribution-misinformation-tool
% Sunkari, Venkateswarlu; Srinagesh, A. Journal of Electrical Systems;
Paris Vol. 20, Iss. 55, (2024): 10-18. P.10 in the link
https://www.proguest.com/openview/a08b5fc48939be68905b2c66e2976178/
1?pg-origsite=gscholar&chbl=4433095
153 Gm ¢ sian 8 aa ) geaia () e3ke 97
% Anna Maria Collard, 4 ways to future-proof against deepfakes in 2024 and
beyond, Centre for the Fourth Industrial Revolution, Feb 12, 2024
https://www.weforum.org/stories/2024/02/4-ways-to-future-proof-against-
deepfakes-in-2024-and-beyond/ last seen 8-11-2024.

625


https://eur-lex.europa.eu/EN/legal-content/summary/digital-services-act.html
https://eur-lex.europa.eu/EN/legal-content/summary/digital-services-act.html
https://www.edps.europa.eu/data-protection/technology-monitoring/techsonar/deepfake-detection_en
https://www.edps.europa.eu/data-protection/technology-monitoring/techsonar/deepfake-detection_en
https://doi.org/10.30534/ijatcse/2020/62922020
https://www.researchgate.net/publication/324988952_Digital_Watermarking_Techniques
https://www.researchgate.net/publication/324988952_Digital_Watermarking_Techniques
https://www.theverge.com/2019/11/4/20948229/adobe-twitter-nyt-company-content-authenticity-initiative-attribution-misinformation-tool
https://www.theverge.com/2019/11/4/20948229/adobe-twitter-nyt-company-content-authenticity-initiative-attribution-misinformation-tool
https://www.proquest.com/openview/a08b5fc48939be68905b2c66e2976f78/1?pq-origsite=gscholar&cbl=4433095
https://www.proquest.com/openview/a08b5fc48939be68905b2c66e2976f78/1?pq-origsite=gscholar&cbl=4433095
https://www.weforum.org/stories/2024/02/4-ways-to-future-proof-against-deepfakes-in-2024-and-beyond/
https://www.weforum.org/stories/2024/02/4-ways-to-future-proof-against-deepfakes-in-2024-and-beyond/

V.

Journal of Legal Science 431 gilal) o glat) dlaa

Volume 39/ Second Issue- 2024 2024 — AUl ) /39 alaal)
JJMAS\
References
First: Book

Pantserev, K.A., The Malicious Use of Al-Based Deepfake
Technology as the New Threat to Psychological Security and
Political Stability. In: Jahankhani, H., Kendzierskyj, S.,
Chelvachandran, N., Ibarra, J. (eds) Cyber Defence in the Age of
Al, Smart Societies and Augmented Humanity. Advanced
Sciences and Technologies for Security Applications. Springer,
Cham.  (2020). (  last  seen in  3-11-2024)
https://doi.org/10.1007/978-3-030-35746-7_3

Second: Legal Research

Aarti Karandikar, Vedita Deshpande, Sanjana Singh, Sayali
Nagbhidkar, Saurabh Agrawal,Deepfake Video Detection Using
Convolutional Neural Network,International Journal of Advanced
Trends in Computer Science and Engineering ,VVolume 9 No.2,
March -April 2020.
https://doi.org/10.30534/ijatcse/2020/62922020

Ahmed Lotfy EI-Sayed Marai, Implications of Artificial
Intelligence Technologies on the Theory of Criminal Liability: A
Comparative Study, Journal of Legal and Economic Research,
Mansoura University - Faculty of Law, Issue 80, 2022, Pages
399-244,

Alaa EI-Din Mansour Maghareya, Artificial Intelligence Crimes
and Ways to Confront Them: Deep Forgery Crimes as a Model,
International Journal of Law - Qatar University - Volume 13 -
Regular Issue 2, 2024

Ashraf Sayed Abu EIl-Ela, Criminal Confrontation of Deep Fake
Technology, Journal of Legal and Economic Sciences, Issue 66,
Issue 3, 2024, Pages 477-511, DOI: 10.21608/jelc.2024.342112.

626


https://doi.org/10.1007/978-3-030-35746-7_3
https://doi.org/10.30534/ijatcse/2020/62922020
https://dx.doi.org/10.21608/jelc.2024.342112

VI.

VII.

VIII.

XI.

Journal of Legal Science 45 51 a glat) Ao

Volume 39/ Second Issue- 2024 2024 — AU ) /39 alaal)

Bobby Chesney Danielle Citron, Deep Fakes: A Looming
Challenge for Privacy, Democracy, and National Security,
California Law Review, Volume 107 , December (2019). in the
link https://www.californialawreview.org/print/deep-fakes-a-
looming-challenge-for-privacy-democracy-and-national-security
Chahal, Prabhjot & Singh, Amritpal & Singh, Palwinder.). Digital
Watermarking Techniques. INTERNATIONAL JOURNAL OF
COMPUTERS &  TECHNOLOGY. 11.  2903-29009.
10.24297/ijct.v11i8.3009. (2012).

Chesney, Bobby, and Danielle Citron. “Deep Fakes: A Looming
Challenge  for  Privacy, Democracy, and National
Security.” California Law Review 107, no. 6 (2019): 1753-1820.
https://www.jstor.org/stable/26891938

Claire Langlais-Fontaine: Déméler le vrai du faux: étude de la
capacité dudroit actuel a lutter contre les deepfakes, La Revue des
droits de  I’homme,  N°I18, 2020. On website
https://journals.openedition.org/revdh/9747 last seen 3-10-2024
Edvinas Meskys, Aidas Liaudanskas, Julija Kalpokiene, Paulius
Jurcys, Regulating deep fakes: legal and ethical
considerations, Journal of Intellectual Property Law & Practice,
Volume 15, Issue 1, January 2020, Pages 24—
31https://doi.org/10.1093/jiplp/|pz167

Europol, Facing reality? Law enforcement and the challenge of
deepfakes, an observatory report from the Europol Innovation
Lab, Publications Office of the European Union,
Luxembourg.(2022).

Fatih  ARSLAN,Deepfake Technology: A Criminological
Literature Review,The Sakarya Journal of Law (The SJL), v. 11
section. 1 p 701-720.p 704.
file:///C:/Users/QAA/Downloads/DOC-20240827-

627


https://www.californialawreview.org/print/deep-fakes-a-looming-challenge-for-privacy-democracy-and-national-security
https://www.californialawreview.org/print/deep-fakes-a-looming-challenge-for-privacy-democracy-and-national-security
https://www.jstor.org/stable/26891938
https://journals.openedition.org/revdh/9747%20last%20seen%203-10-2024
https://doi.org/10.1093/jiplp/jpz167
file:///C:/Users/QAA/Downloads/DOC-20240827-WA0002..pdf
file:///C:/Users/QAA/Downloads/DOC-20240827-WA0002..pdf

XII.

X1,

XIV.

XV.

XVI.

Journal of Legal Science 45 51 a glat) Ao

Volume 39/ Second Issue- 2024 2024 — AU ) /39 alaal)

WAOQ002..pdfhttps://www.researchgate.net/publication/32498895
2_Digital Watermarking_Techniques

Ki Chan, C. C., Kumar, V., Delaney, S., & Gochoo, M. (2020).
Combating Deepfakes: Multi-LSTM and Blockchain as Proof of
Authenticity for Digital Media. In 2020 IEEE / ITU International
Conference on Atrtificial Intelligence for Good, Al4G 2020 (pp.
55-62). Article 9311067 (2020 IEEE / ITU International
Conference on Artificial Intelligence for Good, Al4G 2020).
Institute of Electrical and Electronics Engineers Inc..
https://doi.org/10.1109/A14G50087.2020.9311067

Mahmoud Salama Abdel Moneim EI-Sherif, The Crime of
Revenge Pornography Through Deep Forgery Technology and
Criminal Liability for It, Journal of Law for Legal and Economic
Research, Alexandria University, Volume 5, Issue 1, 2022, pp.
366-485. On the link,
https://lalexu.journals.ekb.eg/article_266089.html . last seen in
2024-10-27.

Mariétte van Huijstee , Pieter van Boheemen ,Djurre Das and
etal., Tackling deepfakes in European policy, Panel for the
Future of Science and Technology, European Parliamentary
Research Service, Scientific Foresight Unit (STOA), PE 690.039
—July 2021.

Matthew B. Kugler and Carly Pace, Deepfake Privacy: Attitudes
and Regulation, 116 Nw. U. L. Rev. 611 (2021).
https://scholarlycommons.law.northwestern.edu/nulr/vol116/iss3/
1

Meskys, Edvinas and Kalpokiene, Julija and Jurcys, Paul and
Liaudanskas, Aidas, Regulating Deep Fakes: Legal and Ethical
Considerations (December 2, 2019). Journal of Intellectual
Property Law & Practice, Volume 15, Issue 1, January 2020,

628


file:///C:/Users/QAA/Downloads/DOC-20240827-WA0002..pdf
file:///C:/Users/QAA/Downloads/DOC-20240827-WA0002..pdf
https://www.researchgate.net/publication/324988952_Digital_Watermarking_Techniques
https://doi.org/10.1109/AI4G50087.2020.9311067
https://lalexu.journals.ekb.eg/article_266089.html%20.%20last%20seen%20in%20%2027-10-2024
https://lalexu.journals.ekb.eg/article_266089.html%20.%20last%20seen%20in%20%2027-10-2024
https://scholarlycommons.law.northwestern.edu/nulr/vol116/iss3/1
https://scholarlycommons.law.northwestern.edu/nulr/vol116/iss3/1

XVII.

XVIII.

XIX.

XX.

XXI.

Journal of Legal Science 45 51 a glat) Ao

Volume 39/ Second Issue- 2024 2024 — AU ) /39 alaal)
Pages 24-31., Available at

SSRN: https://ssrn.com/abstract=3497144
Mohamed Chawki (2024) Navigating legal challenges of
deepfakes in the American context: a call to action, Cogent
Engineering, 11:1, 2320971, DOI:
10.1080/23311916.2024.2320971
Sandeep Singh Mankoo. “DeepFakes- The Digital Threat in the
Real World.” Gyan Management Journal 17/1 (2023), 71-77.
https://doi.org/10.48165/gmj.2022.17.1.8
Sunkari, Venkateswarlu; Srinagesh, A. Journal of Electrical
Systems; Paris Vol. 20, Iss. 5s, (2024): 10-18. P.10 in the link
https://www.proquest.com/openview/a08b5fc48939be68905b2c6
6e2976178/1?pg-origsite=gscholar&chbl=4433095
Timothy Cha, Federal or State Statutes: Which is the Better
Legislative Measure to Combat Deepfake Pornography? The
Department of Engineering and Society, School of Engineering.
University of Virginia,2022. on the link
file://IC:/Users/SFM/Downloads/3_Cha_Timothy 2022 BS.pdf
last seen 1-11-2024.
Vig, Shinu. "Regulating Deepfakes: An Indian perspective.”
Journal of Strategic Security 17, no. 3 (2024) : 70-93.DOI:
https://doi.org/10.5038/1944-0472.17.3.2245  Available  at:
https://digitalcommons.usf.edu/jss/vol17/iss3/5
Third: Thesies

S. Bates, ‘“Stripped”: An Analysis of Revenge Porn
Victims’ Lives after Victimization’, Thesis Submitted in Partial
Fulfillment of the Requirements for the Degree of Master of Arts/
SIMON FRASER UNIVERSITY. 2012. (available at:
https://summit.sfu.ca/item/15668)

629


https://ssrn.com/abstract=3497144
https://doi.org/10.48165/gmj.2022.17.1.8
https://www.proquest.com/openview/a08b5fc48939be68905b2c66e2976f78/1?pq-origsite=gscholar&cbl=4433095
https://www.proquest.com/openview/a08b5fc48939be68905b2c66e2976f78/1?pq-origsite=gscholar&cbl=4433095
file:///C:/Users/SFM/Downloads/3_Cha_Timothy_2022_BS.pdf
https://doi.org/10.5038/1944-0472.17.3.2245
https://digitalcommons.usf.edu/jss/vol17/iss3/5
https://summit.sfu.ca/item/15668

Journal of Legal Science 45 51 a glat) Ao
Volume 39 / Second Issue- 2024 2024 — ASGl aml) /39 Alaall

Forth: Articles
l. Abdullah  bin  Hussein Al-Asmari, Deep Forgery

Technology and Artificial Intelligence, Ministry of the National
Guard - Saudi Arabia, 5-25-2023, on the link
https://kkmag.sang.gov.sa/Technicalarticles/Pages/%D8%AA%D
9%82%D9%86%D9%8A%D8%A9-
%D8%A7%D9%84%D8%AA%D8%B2%D9%8A%D9%8A%D
9%81-
%D8%A7%D9%84%D8%B9%D9%85%D9%8A%D9%82-
%D9%88%D8%A7%D9%84%D8%B0%D9%83%D8%A7%D8
%A1-
%D8%AT7%D9%84%D8%A7%D8%B5%D8%B7%D9%86%D8
%AT7%D8%B9%D9%8A.aspx

. Adi Robertson, 3- Adobe and Twitter are designing a
system for permanently attaching artists’ names to pictures ,The
Verge. ,(2019-11-04) on Ithe link
https://www.theverge.com/2019/11/4/20948229/adobe-twitter-
nyt-company-content-authenticity-initiative-attribution-
misinformation-tool

1. Ambrose, T. UK’s enemies could use Al deepfakes to try
to rig election, says James Cleverly. (2024, February 25). . The
Guardian. https://www.theguardian.com/uk-
news/2024/feb/25/uks-enemies-could-use-ai-deepfakes-to-try-to-
rig-election-says-james-cleverly

V. Anna Maria Collard, 4 ways to future-proof against
deepfakes in 2024 and beyond, Centre for the Fourth Industrial
Revolution, Feb 12, 2024

https://www.weforum.org/stories/2024/02/4-ways-to-future-
proof-against-deepfakes-in-2024-and-beyond/ last seen 8-11-
2024.

630


https://kkmag.sang.gov.sa/Technicalarticles/Pages/%D8%AA%D9%82%D9%86%D9%8A%D8%A9-%D8%A7%D9%84%D8%AA%D8%B2%D9%8A%D9%8A%D9%81-%D8%A7%D9%84%D8%B9%D9%85%D9%8A%D9%82-%D9%88%D8%A7%D9%84%D8%B0%D9%83%D8%A7%D8%A1-%D8%A7%D9%84%D8%A7%D8%B5%D8%B7%D9%86%D8%A7%D8%B9%D9%8A.aspx
https://kkmag.sang.gov.sa/Technicalarticles/Pages/%D8%AA%D9%82%D9%86%D9%8A%D8%A9-%D8%A7%D9%84%D8%AA%D8%B2%D9%8A%D9%8A%D9%81-%D8%A7%D9%84%D8%B9%D9%85%D9%8A%D9%82-%D9%88%D8%A7%D9%84%D8%B0%D9%83%D8%A7%D8%A1-%D8%A7%D9%84%D8%A7%D8%B5%D8%B7%D9%86%D8%A7%D8%B9%D9%8A.aspx
https://kkmag.sang.gov.sa/Technicalarticles/Pages/%D8%AA%D9%82%D9%86%D9%8A%D8%A9-%D8%A7%D9%84%D8%AA%D8%B2%D9%8A%D9%8A%D9%81-%D8%A7%D9%84%D8%B9%D9%85%D9%8A%D9%82-%D9%88%D8%A7%D9%84%D8%B0%D9%83%D8%A7%D8%A1-%D8%A7%D9%84%D8%A7%D8%B5%D8%B7%D9%86%D8%A7%D8%B9%D9%8A.aspx
https://kkmag.sang.gov.sa/Technicalarticles/Pages/%D8%AA%D9%82%D9%86%D9%8A%D8%A9-%D8%A7%D9%84%D8%AA%D8%B2%D9%8A%D9%8A%D9%81-%D8%A7%D9%84%D8%B9%D9%85%D9%8A%D9%82-%D9%88%D8%A7%D9%84%D8%B0%D9%83%D8%A7%D8%A1-%D8%A7%D9%84%D8%A7%D8%B5%D8%B7%D9%86%D8%A7%D8%B9%D9%8A.aspx
https://kkmag.sang.gov.sa/Technicalarticles/Pages/%D8%AA%D9%82%D9%86%D9%8A%D8%A9-%D8%A7%D9%84%D8%AA%D8%B2%D9%8A%D9%8A%D9%81-%D8%A7%D9%84%D8%B9%D9%85%D9%8A%D9%82-%D9%88%D8%A7%D9%84%D8%B0%D9%83%D8%A7%D8%A1-%D8%A7%D9%84%D8%A7%D8%B5%D8%B7%D9%86%D8%A7%D8%B9%D9%8A.aspx
https://kkmag.sang.gov.sa/Technicalarticles/Pages/%D8%AA%D9%82%D9%86%D9%8A%D8%A9-%D8%A7%D9%84%D8%AA%D8%B2%D9%8A%D9%8A%D9%81-%D8%A7%D9%84%D8%B9%D9%85%D9%8A%D9%82-%D9%88%D8%A7%D9%84%D8%B0%D9%83%D8%A7%D8%A1-%D8%A7%D9%84%D8%A7%D8%B5%D8%B7%D9%86%D8%A7%D8%B9%D9%8A.aspx
https://kkmag.sang.gov.sa/Technicalarticles/Pages/%D8%AA%D9%82%D9%86%D9%8A%D8%A9-%D8%A7%D9%84%D8%AA%D8%B2%D9%8A%D9%8A%D9%81-%D8%A7%D9%84%D8%B9%D9%85%D9%8A%D9%82-%D9%88%D8%A7%D9%84%D8%B0%D9%83%D8%A7%D8%A1-%D8%A7%D9%84%D8%A7%D8%B5%D8%B7%D9%86%D8%A7%D8%B9%D9%8A.aspx
https://kkmag.sang.gov.sa/Technicalarticles/Pages/%D8%AA%D9%82%D9%86%D9%8A%D8%A9-%D8%A7%D9%84%D8%AA%D8%B2%D9%8A%D9%8A%D9%81-%D8%A7%D9%84%D8%B9%D9%85%D9%8A%D9%82-%D9%88%D8%A7%D9%84%D8%B0%D9%83%D8%A7%D8%A1-%D8%A7%D9%84%D8%A7%D8%B5%D8%B7%D9%86%D8%A7%D8%B9%D9%8A.aspx
https://kkmag.sang.gov.sa/Technicalarticles/Pages/%D8%AA%D9%82%D9%86%D9%8A%D8%A9-%D8%A7%D9%84%D8%AA%D8%B2%D9%8A%D9%8A%D9%81-%D8%A7%D9%84%D8%B9%D9%85%D9%8A%D9%82-%D9%88%D8%A7%D9%84%D8%B0%D9%83%D8%A7%D8%A1-%D8%A7%D9%84%D8%A7%D8%B5%D8%B7%D9%86%D8%A7%D8%B9%D9%8A.aspx
https://www.theverge.com/2019/11/4/20948229/adobe-twitter-nyt-company-content-authenticity-initiative-attribution-misinformation-tool
https://www.theverge.com/2019/11/4/20948229/adobe-twitter-nyt-company-content-authenticity-initiative-attribution-misinformation-tool
https://www.theverge.com/2019/11/4/20948229/adobe-twitter-nyt-company-content-authenticity-initiative-attribution-misinformation-tool
https://www.theguardian.com/uk-news/2024/feb/25/uks-enemies-could-use-ai-deepfakes-to-try-to-rig-election-says-james-cleverly
https://www.theguardian.com/uk-news/2024/feb/25/uks-enemies-could-use-ai-deepfakes-to-try-to-rig-election-says-james-cleverly
https://www.theguardian.com/uk-news/2024/feb/25/uks-enemies-could-use-ai-deepfakes-to-try-to-rig-election-says-james-cleverly
https://www.weforum.org/stories/2024/02/4-ways-to-future-proof-against-deepfakes-in-2024-and-beyond/
https://www.weforum.org/stories/2024/02/4-ways-to-future-proof-against-deepfakes-in-2024-and-beyond/

Journal of Legal Science 45 51 a glat) Ao
Volume 39 / Second Issue- 2024 2024 — AGl axl) /39 alaal)

V. Durbin, R. J., & Graham, L., The DEFIANCE Act of 2024.
https://www.durbin.senate.gov/imo/media/doc/defiance_act _of 2
024.pdf

VI. EM Ellis, ‘People Can Put Your Face on Porn—and the
Law Can't Help You’, (available at:
https://www.wired.com/story/face-swap-porn-legal-limbo) .

VII. EM Ellis, ‘People Can Put Your Face on Porn—and the
Law Can't Help You’, (available at:
https://www.wired.com/story/face-swap-porn-legal-limbo).

VIII. Emily Hallas, How battleground states are targeting Al and
‘deepfakes’ in

IX. Europol , Facing reality? Law enforcement and the
challenge of deepfakes, an observatory report from the Europol
Innovation Lab, Publications Office of the European Union,
Luxembourg.(2022).

X. Geller, E., & Vinocur, N. (2017, May 5). French
presidential candidate confirms ‘massive’ hack days before
election. Politico.

https://www.politico.com/story/2017/05/05/emmanuel-macron-
french-election-hack-cyber-238059

XI. Jason C. Chipman, Stephen W. Preston, First Federal
Legislation on Deepfakes Signed Into Law, Wilmer Cutler
Pickering Hale and Dorr LLP® DECEMBER 23, 2019.
https://www.wilmerhale.com/insights/client-alerts/20191223-
first-federal-leqgislation-on-deepfakes-signed-into-law

XII. Lewrence Norden,Niyti Narang,Laura J. States Take the
Lead in Regulation Al in Elections Within Limits, Brennan
Center For Justices, published in Augest 7,2024. Last seen 29-
2024 on the link below https://www.brennancenter.org/our-

631


https://www.durbin.senate.gov/imo/media/doc/defiance_act_of_2024.pdf
https://www.durbin.senate.gov/imo/media/doc/defiance_act_of_2024.pdf
https://www.wired.com/story/face-swap-porn-legal-limbo
https://www.wired.com/story/face-swap-porn-legal-limbo
https://www.politico.com/story/2017/05/05/emmanuel-macron-french-election-hack-cyber-238059
https://www.politico.com/story/2017/05/05/emmanuel-macron-french-election-hack-cyber-238059
https://www.wilmerhale.com/en/people/jason-chipman
https://www.wilmerhale.com/en/people/stephen-preston
https://www.wilmerhale.com/insights/client-alerts/20191223-first-federal-legislation-on-deepfakes-signed-into-law
https://www.wilmerhale.com/insights/client-alerts/20191223-first-federal-legislation-on-deepfakes-signed-into-law
https://www.brennancenter.org/our-work/research-reports/states-take-lead-regulating-ai-elections-within-limits
https://www.brennancenter.org/our-work/research-reports/states-take-lead-regulating-ai-elections-within-limits

Journal of Legal Science 45 51 a glat) Ao
Volume 39 / Second Issue- 2024 2024 — AGl axl) /39 alaal)

work/research-reports/states-take-lead-regulating-ai-elections-
within-limits

X1, Matthew F. Ferraro, Deepfake Legislation: A Nationwide
Survey, WilmerHale Client Alert, September 25, 2019. At 10-12
(discussing Calif. AB-602 and AB-730)

XIV. Oliver Lock , Artificial Intelligence Guidance on
Lexis+,Produced in partnership with Oliver Lock of Farrer &
Co0,2024, https://www.lexisnexis.co.uk/legal/guidance/deepfakes
last seen in 11-11-2024

XV. P Hayward, A Rahn, ‘Opening Pandora's Box: pleasure,
consent and consequence in the production and circulation of
celebrity sex videos’ (2015) 2(1) Porn Studies 49
https://doi.org/10.1080/23268743.2014.984951

XVI. Piper Hudspeth Blackburn, Piper Hudspeth Blackburn,
CNNsWed July 31, 2024
https://edition.cnn.com/2024/07/31/politics/state-laws-election-ai-
deepfakes/index.html.

XVII. RESEARCH PROJECT ,Misinformation and
Misinformation and Deepfakes,on the website of university of
Essex/Human Rights Big Data and Technology Law
Enforcement. ( without name and date) last seen in 11-11-2024 .
https://www.essex.ac.uk/research-projects/human-rights-big-data-
and-technology/misinformation-and-disinformation-and-deep-
fakes

XVIII, Seymanur Yont, The Deepfake Menace: Legal Challenges
in the Age of Al, TRT TRAINING AND RESEARCH
DEPARTMENT ,March 2024,p6. Last seen in 5-10=2024 on
file://IC:/Users/QAA/Downloads/The-Deepfake-Menace v2.pdf

XIX. Terrence Matsuo, Deepfakes and Korean Society:
Navigating Risks and Dilemmas,October 3, 2024

632


https://www.brennancenter.org/our-work/research-reports/states-take-lead-regulating-ai-elections-within-limits
https://www.brennancenter.org/our-work/research-reports/states-take-lead-regulating-ai-elections-within-limits
https://www.lexisnexis.co.uk/legal/guidance/deepfakes
https://doi.org/10.1080/23268743.2014.984951
https://doi.org/10.1080/23268743.2014.984951
https://edition.cnn.com/2024/07/31/politics/state-laws-election-ai-deepfakes/index.html
https://edition.cnn.com/2024/07/31/politics/state-laws-election-ai-deepfakes/index.html
https://www.essex.ac.uk/research-projects/human-rights-big-data-and-technology/misinformation-and-disinformation-and-deep-fakes
https://www.essex.ac.uk/research-projects/human-rights-big-data-and-technology/misinformation-and-disinformation-and-deep-fakes
https://www.essex.ac.uk/research-projects/human-rights-big-data-and-technology/misinformation-and-disinformation-and-deep-fakes
file:///C:/Users/QAA/Downloads/The-Deepfake-Menace_v2.pdf

Journal of Legal Science 45 51 a glat) Ao
Volume 39 / Second Issue- 2024 2024 — ASGl aml) /39 Alaall

XX. Vincent, J. Watch Jordan Peele use Al to make Barack
Obama deliver a PSA about fake news. (2018, April 17). The
Verge.  https://www.theverge.com/tldr/2018/4/17/17247334/ai-
fake-news-video-barack-obama-jordan-peele-buzzfeed

XXI. Vitor Bernardo , Deepfake detection,EUROPEAN DATA
PROTECTION SUPERVISOR,
https://www.edps.europa.eu/data-protection/technology-
monitoring/techsonar/deepfake-detection_en

XXII. Weatherbad, J. Trolls have flooded X with graphic Taylor
Swift Al fakes. , January, 2024. The Verge.
https://www.theverge.com/2024/1/25/24050334/x-twitter-taylor-
swift-ai-fake-images-trending

633


https://www.theverge.com/tldr/2018/4/17/17247334/ai-fake-news-video-barack-obama-jordan-peele-buzzfeed
https://www.theverge.com/tldr/2018/4/17/17247334/ai-fake-news-video-barack-obama-jordan-peele-buzzfeed
https://www.edps.europa.eu/data-protection/technology-monitoring/techsonar/deepfake-detection_en
https://www.edps.europa.eu/data-protection/technology-monitoring/techsonar/deepfake-detection_en
https://www.theverge.com/2024/1/25/24050334/x-twitter-taylor-swift-ai-fake-images-trending
https://www.theverge.com/2024/1/25/24050334/x-twitter-taylor-swift-ai-fake-images-trending

